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Matrices Tactics ~ Techniques ~ Mitigations ~ Groups Software
October 2019 |
July 2019 Upda’[eS - October 2019
April 2019 . X . X
The October 2019 ATT&CK release updates techniques, Groups, and Software for both Enterprise and Mobile. The bigges
October 2018
April 2018 ATTRCK for Cloud
January 2018 36 techniques have been added or updated to cover adversary behavior against cloud-based platforms. We've added thr¢
(AWS), Microsoft Azure (Azure), and Google Cloud Platform (GCP). The Software as a service (SaaS) platform will cover
July 2017 from laa$ and Saa$, we've also added two cloud software platforms, Azure Active Directory (Azure AD) and Office 365, 1¢
el 2017

Azure Active Directory (Azure AD) and Office 365

Cloud Service Discovery

Data from Cloud Storage Object
Implant Container Image
Internal Spearphishing

Revert Cloud Instance

Steal Application Access Token
Steal Web Session Cockie
Transfer Data to Cloud Account
Unused Cloud Regions

Web Session Cookie

Account Discovery

Account Manipulation

Brute Force

Create Account

Jomtiola im Filan
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Azure AD Matrix

Below are the tactics and technique representing the MITRE ATT&CK Matrix™ for Enterprise covering cloud-based techi

Last Modified: 2019-10-09 18:48:31.906000
Account Manipulation Redundant Access Account Manipulation|
Create Account Brute Force

Redundant Access Steal Application Access T

\ 4

Office 365 Matrix

Below are the tactics and technique representing the MITRE ATT&CK Matrix™ for Enterprise covering cloud-based te

Last Modified: 2019-10-09 18:48:31.906000

Spearphishing Link Account Manipulation Valid Accounts Application Access Token Account Manipulatiol

Valid Accounts Create Account Redundant Access Brute Force

Office Application Startup Valid Accounts Steal Application Access ]

Redundant Access Web Session Cookie Steal Web Session Coo

Valid Accounts
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Ruler MailSniper O365-Attack-Toolkit
(by Sense Post) (by Black Hills) (by KitPloit)
« Exchange JIL—bhJA-2X » Global Address List DZEF « OneDrive / SharePoint 7—%#hH
e Outlook DJV=JIV, TA—=L. £z1Z « NAT-FATFL— (OWA/EWS) e OneDrive M RFIXY BRI T RT
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[*] Retrieving MAPI info
[*] Doing Autodiscover for domain --

]

[+] MAPI URL found: https://mail.ev
[+] User DN: /o=Evilcorp/ou=Exchang
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Microsoft Graph API
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Cyber Security Framework + Microsoft 365

Zero Trust Architecture

Withdrawn Draft

BELERZIEE

‘Warning Notice

The attached draft document has been withdrawn. and is provided solely for historical purposes.
It has been superseded by the document identified below.

Withdrawal Date February 13, 2020

Original Release Date September 23, 2019

Superseding Document
Status 2°¢ Public Draft (2PD)
Series/Number NIST Special Publication 800-207
Title Zero Trust Architecture
Publication Date February 2020

DOI https://doi.org/10.6028/NIST.SP.800-207-draft2

Additional Information
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~b BEOHZIIERE |
y Microsoft Defender ATP

BRIFAX-Y  FRE BAEAX-Y  £F2UT1T7FTYAE
‘[Fﬁj"’“* o S | Windows Defender Security Center

£ A maliciou

s file was found on your machine

Automated investigation

A malicious file was found (00 pending resource (16817)  Alert context Status

‘Open aggregative view with related alerts.

A malicious file was found

Open aggregative view with related alerts.

m—
new e

Alert process tree

(@ Alert process tree is not available for this alert

This alert is related to 10 detection events not displayed here.

FMAHEI. BEEDHBIT7MINENZED USB XEUHBHK Microsoft Defender ATP [C&H>TEEDHDFENMEHIN.
BAREBTI-MeER
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@ OneDrive - Microsoft
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|_briders

¥ Fraxsh

= EoFy
Berr

P za-us

2.9 Local Disk ()
- USB E347 (D)

~- USBFS17 (D)
L&l

A=A

use K317 (D)

v U USB F347 (D)Di R

MILALLZIAIFERCINT,
docm

BIEAMA-Y 1 EF¥2UT1TFT UL

=4y > Microsoft Intune > TR - FRTOVF-IF F/A1A (FLEI)
q FIAR - TRTOVF=IF FIRAA (FLE1-)

Microsoft Intune

|p e | B O sForsEr Y JWS- == 3 L Export By 7M1 A0—iERtE

0 = = [P MELUTLES. A UPN TR §
=m Showing 1to 1 of 1 records o ﬁﬂﬂ, L’ _E L\:‘t‘: L\

B 3ROIE-IF TIMA L. FIMRE Ny gEE 1y

» Azure AD FINAA

AtpPCO1 DM BA O #al Thin Windows

D Microsoft Defender Security Cent Al D ? © ke kyo
= =  Machines > atppe01 Ris k Ieve I [ ] H ig h tags  Isolate machine O Restrict app execution +*
.
= o® f‘?"?' i ware inventory  Discovered vulnerabilities  Missing KBs
] o o 16 active alerts in 4 incidents
Security assessments
af= Tags v Risk level: High 1 logged on user Exposure level:
s 16 active alertsin 4 incidents R bt igach Medium (35)
e I Least frequent:  meganis 41 Security —
Security Info v i .
W edm (12 Wiow @ recommendations
v jpen incidents ::we alerts ( 25 Installed
7
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:::  Microsoft Defender Security Center _ ikegami@manabuy.tokyo

= Incidents > @ 41 > # Suspicious behavior by Microsoft Word 1 X
Our algorithms found the behaviors of this process to be suspicious due to the following factors
: - powershell.exe
Show m
© Open File page
Alert process tree
=8 Execution details
g E{é}B(:}userinit.exe Process name powershell.exe
| Execution time Mar 8, 2020, 1:43:38.957 AM
= - €§3iﬁ: explorer.exe
Path CA\Windows\System32\WindowsPowerShell\v1.0
|
® == EE)}(_}WINWORD.EXE Integrity level Medium
65 — [%\:'j’f)l/z‘:cj:g)’f/\\/ I‘*E,ﬁt DLV C.docm Access Restricted
WINWORD.EXE opened -1 )LAIC£BA > FERIC DU T.docm .
: . . privileges (UAC)
" VirusTotal detection ratio: 1/58
= —@onwershell.exe Process ID 18336
g — s OMicrosoft.PowerShell.ConsoleHost.ni.dll Command fine “powershell.exe” “W Hidden -Exec Bypass -Command cd 8

/:$fileBaseb4Prefix = ":$fileBase64Prefix= $fileBase64Prefix +
TVGQAAMAAAAEAAAA//BAALGAAAAAAAAAQAAAAAAAAA m
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAGAA

powershell.exe loaded module Microsoft. PowerShell.ConsoleHost.ni.dll

— D (O__PSScriptPolicyTest_y5mppkvk.1x5.ps

I& powershell.exe created file _ PSScriptPolicyTest y5mppkvk.1x5.ps1
AAA4fua4AtAnNIbaBTMOhVGhpcevBwem9nemFtIGNhbm5Svd ™
- E{c:)}(j:schtasks.exe
W SHAT 36¢5d12033b2eaf251bae61c00690ffb17fddc87 In
— E{E;):B:i:j:schtasks.exe
4 — §53OWINWORD.EXE File details
= L £ OMSIPExecutionHost exe SHA1 36¢5d12033b2eaf251bae61c00690ffb17fddc87 I
=) o v

cCUANLCE . . B B . B (=
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Azure Active Directory D77 AFEICKY, FIAENEER
77V (SharePoint Online ¥ Teams %) IC7 7 ATEH<{AES

BAEAX-Y  F2UT1T7FTYUAE

=4y > Microsoft Intune > TR - FRTOVF-IF F/A1A (FLEI)
m Tl\‘f;( 3”\“’(0)7*—:}“}: FIAR (FLE1-)

soft Intun

[F B%cum |« O swotsEs Y oms- =91 L oepot | By FM0—IERE
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] Showing 1to 1 of 1 records 0 %m L’_KLEELII‘

B sROVR-IE TIMA (L. FIAAE Ty B Ny

> Azure AD TR AtpPCO1 DM BEA O TG Windows

soft Defender Security Cent

ines > atppe01

Risk level: High

o® atppc01
° = ’ 16 active alerts in 4 incidents

7y
Security assessments
&= x . .
Tags v Risk level: High 1 logged on user Exposure level:
I3 16 active alerts in 4 incidents R Rk dga Medium (35)
——— Least frequent: megant 41 Security .
Security Info v .
W bedim (12) Wlow @ recommendations
jp nnnnnn dents :\;ﬂve alerts S 25 Installed
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77V (SharePoint Online ¥ Teams %) IC7 7 ATEH<{AES

BAEAX-Y  F2UT1T7FTYUAE

=4y > Microsoft Intune > TR - FRTOVF-IF F/A1A (FLEI)
m Tl\‘f;( 3”\“’(0)7*—:}“}: FIAR (FLE1-)

soft Intun

[F B%cum |« O swotsEs Y oms- =91 L oepot | By FM0—IERE
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] Showing 1to 1 of 1 records 0 %m L’_KLEELII‘

B sROVR-IE TIMA (L. FIAAE Ty B Ny

> Azure AD TR AtpPCO1 DM BEA O TG Windows

soft Defender Security Cent

ines > atppe01

Risk level: High

o® atppc01
° = ’ 16 active alerts in 4 incidents

7y
Security assessments
&= x . .
Tags v Risk level: High 1 logged on user Exposure level:
I3 16 active alerts in 4 incidents R Rk dga Medium (35)
——— Least frequent: megant 41 Security .
Security Info v .
W bedim (12) Wlow @ recommendations
jp nnnnnn dents :\;ﬂve alerts S 25 Installed
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Microsoft Intune

[o BF (e
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TE

> Azure AD TR

U ET

=4y > Microsoft Intune > TR - FRTOVF-IF F/A1A (FLEI)
ﬁ fl\"f;( -IRTONF=IF FIRAA (FLE1-)

O s#FotHEsx Y 05— == 751 L Export

By 71 A0—1E iRl

B sATOIER-IE FIMA T

oft Defender Security Cent

[ 2 IMEL YUTILES. A-lb, UPN, 7/4R

Showing 1 to 1 of 1 records 0 ;E?ﬂbfLHELH

FINAE Ny FEE T

| §

AtpPCO1 DM A

Risk level: High

16 active alerts in 4 incidents

o @ 2 © ikegami@manabuytokyo (o)

= =  Machines > atppe01
= o® atppc01
ty| o
&=
Tag:
@l s
Security Inf
Open inci dents Active al lerts

Risk level: High 1 logged on user
16 active alerts in 4 incidents s i
I | Least frequent: megant

W Medium (12) W low (2

Exposure level:

recommendations

Windows

Azure Active Directory D7 7 AHIEICKY,
[MEZEIR | EINUITENTVBIFAIADT I EANMEE SN S
(Azure Information Protection [CKU{REINTL\B)
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BRIEAA-Y : F|AE BIEAMA-Y 1 EF¥2UT1TFT UL

22 Windows Defender Securitv Center

Automated investigatid - ‘g i Started “\
Entities analyzed (6270) a8 | 22110
lv/l i Ended 00:05.43
D{!cawlglacu 02.16.2018 | 22:26:53 Complete
2 4837 Files | Pending time 2 min
Q@ 2 Remediated <D Tags(0) [=]Comments (3)
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