OrO

italtrust

#dig

Microsoft

Microsoft

Secur

i

IGITAL
TRUST
SECURITY

P

ity Forum 2020

r

l

9

HE

(g oy
t P & (|
L T

3 . 4 ) H‘%L

LY et

iy

MO
1\DF

) =
nm+ﬂ
h
V -
c O
€ v
A =



BT YT O%ER,

IIH-TI34AtF1UT4E

¥

ZDNet Japan Q

ZDNetJapan > +t*a2U7F

)}B:oadcom\ VRVTYIDLIU/R—
T5AXMmTEF 2V TAEEEEBIN
~--$J1Jk M

Natalie Gagliordi (ZDNet.com) &3zR%

F: fRESS 2019-08-09 10:28

)

BELFR-b T2 ERAORESE - - - AWSE IS —

]
) a0

BEELBAPER! w7 = | YRS =T E RN— R

ZAEF. HRESE. BFE - LA -bRE 574 ba—r—2H8H

Broadcom|d XEEER8F8H, SymantecH T X —7 54 X@EFtF¥ 21U T+ BEH107TEF
L (F1Y130012) TEBUINT 28215 L s Ek L, SRIOBUNIC £ » TSymantecld=
EficatibEh, oy 2—7F A ZATEFa ) T R— 73 VT,

[Symantec] &35 75> K&ldBroadcom?®t, d & %%, Symantecl. [LifeLock] &2 31D
REOT SV ER, YA LAMEY 7 b7z T Norton] DIV a—2—RITFE—F7+
UFEHIFTHEN D,

AR TYRAMEE CIO MM¥77 tFal74

CECVWEIN?

SE=D5eAl LY
FSEBETAT B DNLDH>TVET

ZPDNet Japan

ZDNet Japan > +©*a2U7T

s TIRNEE CIO MM¥77 EFaUT4

"/7“/‘7“‘/70)'3'4'/‘\—"2#:1.')7_'4
—EREBE T7I7EFaTH
Broadcomi)‘b.alll’\

Asha Barbaschow (ZDNet.com.au) E8ERF

E: #RE&8E 2020-01-08 11:47

(B! 6 orae 2 (KN

o]

ELF—b TS EAORERIE - - - AWSEIF—

2 F 2 )T A HECI00%EEV I WEFEVIEEIZEI TS Y]

)
-
|IT# it Eﬂ'\'

1o}

B RBER BE - LA LEL AT PRS2 BE

Accentureld, Symantec® [Cyber Security Services] (# A —tF21)FsH¥—E=2) E
¥ % Broadcom, Inch L ENYT 2BRTHDL I Lo HF LT

Broadcom|32019&£88., SymantecD T> 2 —7 54 AT F 1 74 EEE10TEF L
(#91Jk1300BM) TEWT % £ F*k L 7= AccenturelZ & % Cyber Security ServicesZRFID EUX
FEIFBELOMIENATLAEL,

ZOBINZ &Y. AccentureldSymantecd Cyber Security ServicesDi— k7 # U F &5 &
CTlIZhAB. XA T o FRL =gyt A—DFy KD —4AENL - O—/SIILAEE



HEOHEERDE

SR LENNGLLEY, BERTETCE> TS, ”

REIDIM Y AEH L, 314L/¢(D1|Et(7t735t nn
CWC T FEETED L TONGWNIRRICE TN,

S DURPY LA

~~NYTHARERfE AR,

etc...



YJU1—3aINvEY Y

ZI LK

EFHYY1-v3y

PC/E/N1IVDERFE

A=JVDRE

T - DIRE
IR R

2L\ - FhEN =il

TIFTAIVA

EDR

N4 AW
ALY R

FEADXT IS
BRI

758K IE

CASB

Web J1JL%

\/Symantec

Symantec Endpoint Protection (SEP)

Symantec ATP

Symantec Email Security.cloud
Email Threat Detection and Response

Symantec Data Loss Prevention (DLP)

Symantec CloudSOC CASB Gateway

Symantec Web Security Service
Symantec ProxySG
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S® Microsoft 365

Microsoft Defender J1 VAT
Microsoft Defender ATP

Exchange Online Protection
Office 365 ATP

MicrOSOft 365 DLP (Cloud, Endpoint, Communication)

Microsoft Cloud App Security

Microsoft Defender ATP + CYREN
(Web IVTIYI1IFYUVY)
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AV-TEST : The best Windows antivirus software for business users

https://www.av-test.org/en/antivirus/business-windows-client/
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ABILITY TO EXECUTE

Hi—bF— Magic Quadrant T
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@ Microsoft
@ CrowdStrike
@ Symantec
Trend Micro
® Sophos
ESET @
@ McAfee
@ Kaspersky
BlackBerry Cylance ®
Bitdefender @
FireEye @ Cisco@ @ Carbon Black
F-Secure | Panda Security @ SentinelOne
Palo Alto Networks @
Check Point Software Technologies @
Fortinet @
Malwarebytes @
COMPLETENESS OF VISION > As of August 2019 © Gartner, Inc
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(EPP/EDR)

Endpoint Protection Platforms

@ Microsoft Defender Anti Virus

Microsoft Defender Advanced Threat Protection

957 FE#R(CASB)

Cloud Access Security Broker
(CASB) solutions

Microsoft
Cloud App Security

T=97-h17

Enterprise Information
Archiving

Office 365 Archiving

(emails, instant messages, SMS,
and social media content)

77§ (IDaaS/idP)

Access Management

Azure Active Directory

TINTAEE Mom/mMam)

Unified Endpoint
Management (UEM) tools

2 Microsoft Intune

Microsoft Security—a Leader in 5 Gartner Magic Quadrants

https://www.microsoft.com/security/blog/2019/12/03/microsoft-security-leader-5-gartner-magic-quadrants/
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1. SEP @7 AV R =k 2. Defender AV OB #L
3. Defender ATP ~®D# >R —F

icrosoft
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Windows
Update
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Symantec IZ#FIET GPO %> PowerShell 27U 7'k,
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Symantec Endpoint Protection O7 V1Y A=)l
https.//support.symantec.com/jp/ja/article.tech184988.html

Situation

(((((((((

Windows Defender #4293
https://docs.microsoft.com/ja-jp/intune-user-help/turn-on-
defender-windows#turn-on-windows-defender

Windows 10 YV DA YR—RY=-ILEZDHD G
https://docs.microsoft.com/ja-jp/windows/security/threat-
protection/microsoft-defender-atp/configure-endpoints



https://support.symantec.com/jp/ja/article.tech184988.html
https://docs.microsoft.com/ja-jp/windows/security/threat-protection/microsoft-defender-atp/configure-endpoints
https://docs.microsoft.com/ja-jp/intune-user-help/turn-on-defender-windows#turn-on-windows-defender

Windows 10 IADTAAAD
Microsoft Defender ATP ADA Y=k

Windows Server DA V=T 14

https://docs.microsoft.com/ja-jp/windows/security/threat-
protection/microsoft-defender-atp/configure-server-endpoints

BR—-~LTW3 OS

* Windows Server 2008 R2 SP1
* Windows Server 2012 R2

* Windows Server 2016

* Windows Server Version 1803
* Windows Server 2019

IH Windows QA YK—T 127

https://docs.microsoft.com/ja-jp/windows/security/threat-
protection/microsoft-defender-atp/onboard-downlevel

BR—-rLTWS OS

Windows 7 SP1 Enterprise
Windows 7 SP1 Pro
Windows 8.1 Pro
Windows 8.1 Enterprise

—\\

Windows UAN DAY K-T 17

https://docs.microsoft.com/ja-jp/windows/security/threat-
protection/microsoft-defender-atp/confiqure-endpoints-non-windows

YPIR-bLTWB TSy b TA=L

* macOS - 10.15 (Catalina), 10.14 (Mojave),10.13 (High Sierra)

« Linux Server (JLF1-)
Red Hat Enterprise Linux 7 2AF%, CentOS 7 LAk, Ubuntu 16.04 LTS A _E® LTS,
Debian 9 I{F#, SUSE Linux Enterprise Server 12 L{_k, Oracle Enterprise Linux 7

« iOS, Android (FLF1-)


https://docs.microsoft.com/ja-jp/windows/security/threat-protection/microsoft-defender-atp/configure-server-endpoints
https://docs.microsoft.com/ja-jp/windows/security/threat-protection/microsoft-defender-atp/configure-endpoints-non-windows
https://docs.microsoft.com/ja-jp/windows/security/threat-protection/microsoft-defender-atp/onboard-downlevel

II-T KUI-
Intune, SCCM

O E

PowerShell

4O

2 ERITMIEFhH
739k AVTV
Windows Update SCCM

3 Lik—h @Al
(BELHE)

757K ATV

L

Windows Defender
ATP




]
=

ARl
Ik

>

wEpx il 1

e Microsoft Endpoint Manager

(Intune)
ER=EH Windows Update
Lik—b Microsoft Defender ATP
JE-F Microsoft Defender ATP
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Microsoft Defender ATP
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_ Symantec Endpoint Protection Microsoft Defender AV/ATP
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Windows Defender Microsoft Defender Office 365
D1V AR Advanced Threat Protection (ATP)| §l Advanced Threat Protection (ATP)
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57.3% 55% 51%
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Symantec Email Security.cloud H'5
Exchange Online Protection + Office 365 ATP ADYIE X

EOP H—EA%:RET 3
e https://docs.microsoft.com/ja-jp/microsoft-
365/security/office-365-security/set-up-your-eop-service

@ 757 FERIBE D ZE

EOP ATP 7&7'_\] th&b@j__j_/ |\ 5/{12/1&/&1}_ g\%t*ojs:zo_lolz.\‘r)n_iz:sfg}?cgr?/?a!‘i—-p?gr?c%sic;?—365/securitv/ofﬁce-365-
Office 365 ﬁﬁﬂj}fﬁénfl,\%i% liE}ET_Tj'/ hé%@)iiﬁ}iﬁ security/switch-to-eop-from-google-postini-the-barracuda-spam-
(«Z\Klu_}/t\ LQ T4 N EIHREZRE and-virus-firewall-or-cisco

EOP £&U Office 365 ATP 7¥1UT1ICBAT 2R RE

@ 7’(}[/9 U yﬁ\l—ﬁ U :/_0) ;QZ'_E ® https://docs.microsoft.com/ja-jp/microsoft- 365/s.ecur|tv/off|ce 365-

security/recommended-settings-for-eop-and-office365-atp
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FZAF _ 75— =l Nl
E §}JFJ:{E )7 F%E Hd- L— l\ \Jj] ) User suspected of being compromised (Preview) - ROSSA....
° l_ﬂ'_h\giﬁ-lﬂ:‘:éntj{\y :/\/7 )(—)l/ Investigation #efb495 is Pending Action
» HEERBENZEEDOHHURLY V% estgnongrph|_Mes® _enaklD_un @ o e
l_ﬂl_b{G U \\jg ﬂ Tr|gger-u'.\g Alens-ﬂ) .
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Malicious/ suspicious (3

- PO7I-EEEE ZAP) -

o A=JVERERICT1yIITX-)EIRH
(T1vIV% ZAP)

» [j I/ t“j-_] {ggg éntl_ﬂl‘_ @*ﬁ ﬁ sers (1) (Q"Q Threats Found (4)
(REBERBA-IVEE . A-ILEEH]FR) i o 1 & ) msvr———

Activity from infrequent country (1) Activcity from an infrequent country
Delegates added to mailbox (1)
Changes to OWA Settings (1) Data Exfiltration

wmi

Home > Investigations > efb495

Forwarding Rules (1)

FHTIH-SNERE

Actions (4)
90 Remove Delegates (1)
t # U — lj — 9 D — A Disable Qutlook Web Access (1)
J T{ 7 0) 1 ‘}L n Confirm user Compromised (1)

Remoave forwarding rules (1)

Learn more:
Office 365 TH B EAES LU (AIR)

éjJ Eﬁ ) é, 5@-@ Automated Investigation and Response (AIR) @

Start Time
06/09/2019 12:46 PM

End Time
9/15/2017 12:46 PM

0 days 23 hours 23 Minutes



https://docs.microsoft.com/ja-jp/microsoft-365/security/office-365-security/automated-investigation-response-office?view=o365-worldwide
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Office 365 Security & Compliance

< User reported as compromised (Preview) - DEBRAB@MT...

Start Time

Investigation #0e7d85 is Pending Action Oct 28, 2019 5:39:42 PM 2:15:53:44
@ Home End Time Pending Action
Oct 31, 2019 9:33:26 AM
Total Pending Time

A Alerts

2 days 15 hours 29 minutes
Permissions
FB Investigation graph Alerts o Email m Users o Machines Entities Actions o

= Classification

[_'ﬂ Data loss prevention

& Triggering alerts (1)

Suspicious email sending patterns detected (1)
[fy Records management P gp )

IEI Information governance

@ Supervision
Emails investigated (403)

Threat management
2 9 Phish (402)

MaliciousUrl (157)
e Mail flow

5 prpnes FAEEEDTITTETNTDIBERELLI

0 search ?’E**éﬂ%?? VAV BEFFAE

7o-M)A~ (BBETR7I5-tD—&E

x—)bwm (BB BA-NTATLD—

o Coreie - (B&ET321-Y-0UALTYT)

g sovic e o estgnst -3 eyp—— “‘/wz (FAT LRAEDNTONET A AD—E
s N ¢ TVT4T1 (BBETBRIVTAT1D0—E)
U BEEE0Y

Mail Forwarding Rule Found

I} eDiscovery

Suspicious inbox forwarding (1)
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:::  Office 365 Security & Compliance

Home > Investigation > 0e7d85

User reported as compromised (Preview) - DEBRAB@MT...

Start Time

Investigation #0e7d85 is Pending Action 28 Oct 2019 5:39:42 PM 6:15:56:07
End Time Pending Action

4 Nov 2019 8:35:49 AM
Total Pending Time

6 days 15 hours 33 minutes

Investigation graph Alerts 1) Email [ 403 Users [ 1) Machines Entities Actions [ 9]

Emails containing Threats Volume ano... Delivered Replaced

Cluster ID:("2397206697") and Sender domain:("MTPDemos.OnMicrosoft.com... Phish

Subject:("Voice Message”) and Senderlp:("2001:4898:80e8:9:fc95:5812:f5f0:5¢9... Phish

Subject:("Voice Message”) and Sender domain:("MTPDemes.OnMicrosoft.com... Phish

Cluster 1D:("2397206697") and Senderlp:("2001:4898:80e8:9:fc95:5812:f5f0:5¢9... Phish

CanonicalizedUrl:("https://spamblock.contoso.com/user@domain.com”) MaliciousUrl, ...

5 item(s) loaded.

Entity type Entity value Description Threats Execution start time

Emails Email received by user ross.adams@...  Individual emails relevant to the inve...  Phisk

197 MBS AR DR A TAT LA
—BTRmREN., HEHEET (TR
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Home

Office 365 Security & Compliance

> Investigation > 0e7d85

User reported as compromised (Preview) - DEBRAB@MT...

Investigation #0e7d85 is Pending Action

Investigation graph

Action

Previous URL click in...

Force password reset

Outbound mail ano...

URL reputation inves...

Mail delegation inve...

Mail forwarding rule...

Outbound malware ...

Mail cluster identific...

DI P viclations invest

Alerts 0

Entity type

Users
Users
Users
Emails
Users
Users
Users
Emails

| l=ers

Email @

Entity value

DEBRAB@MTPDEM...

DEBRAB@MTPDEM...

DEBRAB@MTPDEM...

Email received by us...

DEBRAB@MTPDEM...

DEBRAB@MTPDEM...

DEBRAB@MTPDEM...

Email received by us...

MNMEBRAB@MTPDER

Users 0

Description

Investigate any recen...

Force the compromis...

Detect anomalies ba...

On-demand check o...

Investigate mail dele...

Investigate any mail f...

Detect intra-org and ...

Email cluster analysis...

Investiaate anv violat

Machines

Entities

Threats

Mail Forwarding Rul...

Mail Forwarding Rul...

Mail Forwarding Rul...

Phish

Mail Forwarding Rul...

Mail Forwarding Rul...

Mail Forwarding Rul...

Phish

mMail Farwardina Bul

Log

Status

Completec

Pending aj

Completec

Terminate

Completec

Completec

Com %EDO‘\ X_)

Com

Debra Berger
DebraB@MTPDemos.OnMicrosoft.com

t New alert policy

Summary

Source

Auditlog

EopMailProtection

Microsoft Cloud App Se...

Microsoft Cloud App Se...

Microsoft Cloud App Se...

Mirrnen Ft Claiad Ann €a

6 item(s) loaded.

Recent activity

Description

Auditlog

EopMailProtection

Microsoft Cloud App Se...

Microsoft Cloud App Se...

Microsoft Cloud App Se...

RAirrncn Ft Clonad Arn €a

Recent alerts

Email list

Threats found

Mail Forwarding Rule F...

Compromised Users - S...

Activity from infrequent...

Activity from anonymo...

Impossible travel

Cricniciniic inhov faraar

Evidence

Details
View raw data
View raw data

View raw data

View raw data

"Urn™: "8BOECACBACSED2BBAF16A7C22DBB2CES@5EFBE21727AAEDSBE596967B8FE1197",
"ContainerUrn™: "urn:UserCompromisedInvestiga:@915f66d631adf7f@51906ceBaleidss",

"ParentUrn™: "urn:McasAlertModel:2ec31df444538752184c5fccf91906971",

"Source": "Microsoft Cloud App Security”,

"Threats": [

"Impossible travel”

])

"ReportedDateTime™:
"AdditionalMetadata™: {

acfiloantiatan -

L 70

"2819-10-29T@1:19:05",

T4V )T TR

Com

—. Azure AD. Cloud App
Security BRETHRFEINT, B&ETZI-Y-T7IT1E
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Office 365 Security & Compliance

Home = Investigation > 0e7d85

User reported as compromised (Preview) - DEBRAB@MT...

Investigation #0e7d85 is Pending Action

Investigation graph

NN O

N I R e B R N I

Alerts 0

Email m

Action Entity type
Force password reset  Users
Soft delete emails Emails

Soft delete emails

Soft delete emails

Soft delete emails

Soft delete emails

Block URL{time-of-c...

Turn off external ma...

Email clusters

Email clusters

Email clusters

Email clusters

URLs

Users

Entity value

DEBRAB@MTPDEM...

Email received by us...

Cluster ID:("2397206...

Subject:("Voice Mes...

Cluster ID:("2397206...

Subject:("Voice Mes...

https://spamblock.c...

DEBRAB@MTPDEM...

Users o

Machines

Description

Force the compromi...

For malicious emails...

For malicious emails...

For malicious emails...

For malicious emails...

For malicious emails...

Protect against ema...

Mail forwarding is a...

Start Time
28 Oct 2019 5:39:42 PM 6:15:56:07
End Time Pending Action

4 Nov 2019 8:35:49 AM
Total Pending Time

6 days 15 hours 33 minutes

Actions o

Entities Log

Y Filter

L Export Column options

Threats Total Status Execution start ti... Approved by Decision

Mail Forwarding Rul... 1 Pending approval 28/10/2019 5:39 PM

Phish 1 Pending approval 28/10/2019 5:39 PM
Phish 100 Pending approval 28/10/2019 6:08 PM
Phish 48 Pending approval 28/10/2019 6:08 PM
Phish 48 Pending approval 28/10/2019 6:08 PM
Phish

Phish, Volume Ano...

BEAEDRER. I—RSNILT7 I3V eEIRLT

A BLITIIIT YR ISH T

Mail Forwarding Rul...
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