


















Data 

Users 

Locator 

Metadata Health Data 

UEL 
Data 

Index 

Enforce 

Policy 
Audit 

DEAS 
Search Data 

Providers 

(EHRs) 





Metadata 

Element 
CDA R2 Example 

Envelope 
<?xml version="1.0" encoding="UTF-8"?> 

<ClinicalDocument  xmlns="urn:hl7-org:v3"> 

Provenance - TDE 

ID 

  <id extension="http://stelsewhere.com/id/12345" 

assigningAuthority="St. Elsewhere Hospital"/> 

Privacy - Content 

Data Type 

  <code code="34788-0" displayName="Psychiatric Consult note" 

codeSystemName="LOINC"/> 

Provenance - 

Timestamp 
  <effectiveTime value="20011217093047"/> 

Privacy - Content 

Sensitivity 
  <confidentialityCode code="PSY"/> 

Boilerplate 
  <recordTarget> 

    <patientRole> 

Patient ID - ID 
      <id extension="1234567" 

root="http://www.nh.gov/safety/divisions/dmv/"/> 

Patient ID - 

Address 

      <addr use="HP"> 

        <streetAddressLine>1234 Main St. Apt 3</streetAddressLine> 

        <city>Bedford</city> 

        <state>MA</state> 

        <postalCode>01730</postalCode> 

      </addr> 

Metadata 

Element 
 CDA R2 Example 

Patient ID - Name 

     <patient> 

      <name> 

          <prefix qualifier="AC">Dr.</prefix> 

          <given> John</given> 

          <given>William</given> 

          <family>Smith</family> 

          <displayName>Dr. John William Smith</displayName> 

        </name> 

Patient ID - DOB         <birthTime value="19600427"/> 

Boilerplate 
      </patient> 

    </patientRole> 

  </recordTarget> 

Boilerplate 
  <author> 

    <assignedAuthor> 

Provenance - Actor 

      <assignedPerson> 

        <providerDirectoryEntry 

href="http://providerdirectory.org/1234"/> 

        <name> 

          <family>Smith</family> 

          <given>John</given> 

          <prefix>Dr.</prefix> 

        </name> 

      </assignedPerson> 

Provenance - 

Affiliation 

      <representedOrganization> 

        <id extension="http://stelsewhere.com/" 

assigningAuthority="St. Elsewhere Hospital"/> 

        <name>St. Elsewhere Hospital</name> 

        <telecom use="1-800-555-1234"/> 

      </representedOrganization> 

Boilerplate 
    </assignedAuthor> 

  </author> 

Envelope </ClinicalDocument> 







Key Authority

locator × user × ACL → key/deny

(3.2) locator,
   user

(4.2) key

(3.1) locator,
user

(4.1) {file}key 

(1) user, query

Client

{file}key × key → file 

Registry
user × query → query

query → locator/deny

Legacy Host

 (2) locator 



MSK PK 

SKBob 

“Doctor”,  “JHMI”,  “Year=2011”  

 SKAlice 

“Nurse”,  “JHMI”,  “Year=2010”   

AND 

JHMI 

  OR 

Doctor Nurse 

AND 

Year < 2011 
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Applications: 

• Affiliated clinics 

• Medical research 
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