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IoT in the Cloud and on the Edge

IoT in the Cloud 
Remote monitoring and management
Merging remote data from multiple IoT devices 
Infinite compute and storage to train 
machine learning and other advanced AI tools 

IoT on the Edge
Offline operations
Privacy of data and protection of IP
Pre-process data On-Prem, e.g., video streams
Near real-time response, e.g. low latency control loops
Protocol translation & data normalization
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Well site Azure IoT Edge
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Design principles





OPEN SECURE INTELLIGENT ENTERPRISE READY

Key Features



Edge computing research challenges 
• Scale 

• Deploying a fleet of Edge devices with zero touch  
• Managing a fleet of Edge devices centrally 
• Adapting Edge workloads based on constraints (HW, cost, network, etc.)

• Security 
• Moving cloud workloads to on-prem Edge devices requires new security models 
• Securing not just the device, but also data, with provenance 
• Security models for a highly distributed occasionally connected devices

• Operations 
• High availability with low cost devices 
• Multi-vendor, multi-purpose devices – how to control and manage 
• Diverse hardware architectures, OSes, operating conditions



Finally…

• Deploy Azure services to Azure IoT Edge devices
• Deploy your own code in language of your choice
• Manage Azure IoT Edge and downstream devices
• Do all of this securely, in a scalable fashion from the Azure IoT Hub

Azure IoT Edge is free and open source
github.com/azure/iotedge



Thank you!
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