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Probabilistic Data Structures (PDS)

A way to

compactly represent
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about the data

« Frequency estimation
How many times does x appear 1n the set?
Count-min sketch, HeavyKeeper

« Membership queries
Is x 1n the set?
Bloom filter, Cuckoo filter

« Cardinality estimation
How many distinct elements in the set?
HyperLogLog, KMV estimator
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« How can we provably protect PDS in

Secure PDS adversarial settings?
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Can CFE PDS misbehave?

Stream

n,z,r,p,t,w,1,1,n,s,k,f(ans),g(ans)..

CFE PDS

ans
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Can CFE PDS misbehave?

Stream

n’z7r’p7t’w71’17n’s7k’g’o’j"W’“‘

CFE PDS
I l Attacks against CMS,
HeavyKeeper, Count
query (x) % >> freq(x) sketch, CMS w/
or conservative updates

% << freq(x)




Count-min sketch (CMS)

m columns

K rows
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CMS: how does 1t work?

<— h1(x)

CMS(x)=39




CMS




CMS: attack model




CMS: attack goal

X

Maximise

CMS error

query(x) >> true_frequency(x)
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CMS: attack model cont.

X




CMS: attack

Err:

insertions/k - m Hk
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Count Keeper (CK)

&

CMS M *HeavyKeeper A

Err:

CK < 1/2 CMS Attack
CK << 1/2 HeavyKeeper experiments




Count Keeper (CK)

&

CMS M *HeavyKeeper A

+ error related properties (see CCS23 paper) :)



Count Keeper (CK)

CMS M *HeavyKeeper A

CK can detect suspicious

estimates




Count Keeper (CK)

CMS M *HeavyKeeper A

CK can detect suspicious

estimates




Open problems & Future work

&

Overestimator ? Underestimator 7




Open problems & Future work

&

PDS A 7? PDS B ?




Our work / Open problems

Approximate Membership Query PDS (w/o and w/ deletions)
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Compact Frequency Estimation (CFE) PDS

Adversarial correcness Privacy Provable security?
Other PDS
Adversarial correcness Privacy Provable security?

Practical implementation

Adversarial correcness
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Server

What 1f the server is malicious
and the user i1s honest?
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Approximate Membership Query PDS (CCS22)




