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A LITTLE QUIZ 



 
 

 
 



// Change all links 
links = document.getElementsByTagName(“a”); 
for (var i = 0; I < links.length; i++) { 
  links[i].href = “track.com/fwd?” + links[i].href; } 

// Read cookies 
document.cookie 

// Read passwords 
document.querySelector(‘input[type=password]’) 

// Embed Flash, exploit, profit 
document.write(‘ 
  <object type=“application/x-shockwave-flash” 
          data=“evil.swf” />’); 

// Redirect page 
window.location = “citibank.com.evil.com” 
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Facebook 

JavaScript 

(FBJS) 

Google 

Caja 

Yahoo! 

ADsafe 
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Microsoft 

Web Sandbox 



eval 
… 
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o[f] 

lookup(o, f) lookup 

Rewriting 

Wrappers 



Douglas Crockford 

caplet list, 2007-09-30 

9 

? 



eval 
… 
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ad.js adsafe.js 

Assuming: 

Code has  

passed JSlint 

Encode all of 

JSlint as 

a type 

Goal: 

Verify 
adsafe.js 

Type-check 

the body of 
adsafe.js 





NOBODY PROGRAMS IN “LANGUAGES” 

Frameworks are “Languages”, Too 



Query: Selects some 

nodes in the page 

Navigate: Move to new 

nodes, relative to existing 

ones 

Manipulate: Retrieve or 

modify data from node(s) 

jQuery 

$(“.tweet span”).next().html() 



Possible Errors 
• “Standard” type errors:  

– .map() a function over wrong types of elements 

• Ambiguity: 
– Getting the .html() of one node, but have many 

• Overshooting: 
– Asking for the .children() of a leaf node… 

• Wrong selection: 
– $(“div.mispleling”) 





BROWSERS ARE PROGRAMMABLE, TOO 
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THAT’S A LOT OF TYPE SYSTEMS! 





+ Hooks for easily 
building variations 
on the base type 
system 
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module PPrinter = struct 
 
 
 
 

 
 
 
end 

module Base_TypeSystem = struct 
 
 
 
 

 
 
 
 
 
 
 
 
 
end 



Ergonomic Innovations 

Significant type inference 

 Better syntax for writing complex types 

Better support for inheritance+subtyping 

 Parameterized type environments 

Types for the DOM 



The essence of the difference is 260 

LOC 



WHY ARE OUR PROOFS MEANINGFUL? 



JavaScript 

program 

JS 

program 

“their 

answer” 

“our 

answer” 

browser 

engines 

small 

interpreter 

desugar 

identical for portion of 

several test suites 
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• Verifying Web Browser Extensions, MSR 

• Aspects for JavaScript, U Chile 

• Static Analysis of JavaScript, UCSB 

• System !D, UCSD 

• JavaScript Abstract Machine, Utah and 

Northeastern 

• Deriving Refocusing Functions, Aarhus 

• Information Flow Analysis, Stevens Tech 

• 0CFA, Fujitsu Labs (patent pending) 

• Formal Specification of JavaScript Modules, KAIST 
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users 

tools 



Our Web S(u)ite 
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github.com/brownplt 
 

www.jswebtools.org 


