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o quantify this golden-age claim in astrophysics, 1 performed a
le experiment. | spend some part of each week in the depart-
nt of astrophysics at Princeton University, whose library sub-
ribes to twin copies of the Astrophysical Journal—one circulating
d one not. Along one uninterrupted stretch of the library walls is
Ty smgle issue ever published of this journal, which goes back to
895 (about' when the word astrophysics was coined—born in the
'Emage of the analysis of laboratory spectra with the analysis of
tellar spectra). One day whildebrowsing the journals I asked myself,
'hat year corresponds to the geometric middle of this wall?”
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Adaptively secure multi-party computation
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Invited Talk:

PODC 1997

Multi-Party Computations: Past and Present

Shafi Goldwasser™

SHAFI GOLDWASSER

ACM A.M. Turing Award
United States, Israel — 2012

READ FULL CITATION AND ESSAY

CITATION

complexity-theoretic foundations.
and in the process pioneered new
mathematical proofs in complexit

Along with Silvio Micali, for trans

vy =~y

Whereas in the 80’s the focus of research was
to show the most general result possible yield-
ing multi-party protocol solutions fo any prob-
abilistic function, any adversary class, and any
network constraints, the theme of the 90’s is dif-
ferent. Much of current work is to focus on effi-
cient and non-interactive solutions to special im-
portant problems such as joint-signatures, joint-
decryption, and secure and private data base ac-
cess. Some of the new conceptual issues that
researchers are currently tackling are the denia-
bility of users actions in presence of a coercing
adversary and the anonymity of users.

We believe that the field of multi party compu-
tations is today where public-key cryptography
was ten years ago, namely an extremely power-
ful tool and rich theory whose real-life usage is at
this time only beginning but will become in the
future an integral part of our computing reality.
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Non-free NOR gate (from Apollo Guidance Computer)
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Where should
multiparty computation
be in 2029?



US Government Investment in MPC

NSF: ~525M
L]
Choose an artistic field for grant opportunities and additional content.
DARPA: ~S25M
L] F Accessibility } Folk & Traditional Arts » Museums
» i iti » i »
n FOS R R NS 1 5 IVI Artist Communites P International @ ¥ Music
° } Arts Education b Literature } Opera

b Theater & Musical Theater
¥ Dance ¥ Local Arts Agencies ¥ Presenting & Multidisciplina ¥ Visual Arts
. g g plinary
Works
’ L] L]
¥ Design } Media Arts

S100M? National Endowment for the Arts
S130M/year



US Government Investment in MPC

NSF: ~$25M
DARPA: ~S25M
AFOSR: ~S15M
IARPA, NSA: 7

S$100M?

Virginia Snow Removal Last Week
>S$100M

14



“Acceptable” Result (for “Us”)

Photo credit: Benny Pinkas

some significant papers

interesting intellectual problems .
8 P students get good jobs
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“Acceptable” Result (for Taxpayers)
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Photo credit: Benny Pinkas

Multi-billion dollar industry

Things that make everyday life better
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Where should
multiparty computation
be in 2029?



Claim #1

Secure multi-party computation
industry should be bigger than
malware industry in 2029.
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Claim #2

High cost is no longer the main
impediment to widespread use of
secure (two-party) computation.
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Progress in MPC!

1 9 8 2 Protocols for Secure Computations

(extended abstract)

Andrew C. Yao

University of California
Berkeley, California 84720

1. INTRODUCTION.

Two millionaires wish to know who is richer; however, they
do not want to find out inadvertently any additional information
about each other's wealth. How can they carry out such a
conversation?

desirable to have a
can be related, and
developed for provi
fundamentally, suck
understand the int
functions. For exa
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NEWS OF ICELAND

Latest news

BLOG & OPINION UPCOMING EVENTS EDITORIAL INTERVIEWS VIDEOS SITEMAP

Home Business & Economics Politics Travel Sports Entertainment & leisure

ALL RESEARCH AND SCIENCE INNOVATION OTHER

ABOUT ICELAND BUSINESS ENVIRONMENT LEGISLATURE & GOVERNMENT NOTABLE PLACES PEOPLE

Home Technology Innovation A- A A+

New App Prevents Icelanders from Sleeping
With their Relatives

Monday, 15 April 2013 06:04 font size - - Print  Email

Average monthly salaries in Iceland for general workers: 1924 EUR - Tuesday, 16 April 2013 11:38

ABOUT NEWS OF ICELAND

FUN FACTS

LOGIN REGISTER

Technology Culture

Environment

PHOTOS FROM ICELAND

MOST READ TODAY...

Ben Stiller walking around in
Icelandic nature

Iceland is the Coolest Place to go
on Vacation

Icelandic Goat Trains Dogs

Iceland has signed a free trade
agreement with China - First in
Europe

Taekwondo: Fight for the gold at
the Icelandic Championships 2013
-VIDEO

Spotify Finally Available in Iceland



http://www.newsoficeland.com/home/technology/innovation/item/1124-new-app-prevents-icelanders-from-sleeping-with-their-relatives

A user commented on the app's website:

"If | would have had this app last year | probably wouldn't have gone home with my cousin’

25
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Costs that Still Matter

Many Parties: costs for > 3 parties are still way
off the charts (and interesting applications
need millions of parties)

Energy: MPC requires 10,000X (?) energy of
unencrypted computation

— Data centers today ~5M homes



Things That Really Matter

Understanding what outputs leak

Embedding auditing? Privacy models?
Meaningful end-user value

How do | trust the client code? -'] -']
(Human) cost to build MPC systems  “o7 Y-

Easy integration/separation with

standard computation



Claim #3

We don’t yet know what the
“killer app” for MPC is.*

* Maybe we will after the Business Case panel today!



Claim #3

We don’t yet know what the
“killer app” for MPC is and its
probably not privacy.
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“borrowed a book from thousands of miles away”
“crossed the country without asking for directions”
“sent someone a fax from the beach”

“paid a toll without slowing down”

“bought concert tickets from a cash machine”
“tucked your baby in from a phone booth”
“opened doors with the sound of your voice”
“carried your medical history in your wallet”

“attended a meeting in your bare feet”

“watrched the maovie voil wanted tn the minnte vori

“conducted business in a language you don’t
understand”

“kept an eye on your home when you’re not at
home”

“renewed your driver’s license at a cash machine”
“fixed your car with a television”

“had an assistant who lived in your computer”




Det er sveert at spa, isaer

om fremtiden.
Robert Storm Petersen
> bing

Danish (Auto-Detected)

Det er svaert at spa, isaer om fremtiden| It is difficult to predict, especially about the future

It is difficult to predict, especially about the future



Theory vs. Practice




My New
Theory of Computation
Book!



and the

..........

lllustrations b
Kim Dylla



dori-mic.org

“If only | had this book when | was
a young student, | might have
done something useful with my
life like discover a new complexity
class instead of dropping out and
wasting my life flipping pancakes,
playing with basic blocks, and
eradicating polo.”

Gill Bates,
Founder of Mic-Soft Corporation

)
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MiniLEGO [FJINNO 2013]



Finding the “killer app”
for MPC...



“sending faxes
from the beach”

“tucking your baby in
from a phone booth”




WorldWideWeb
[Berners-Lee 1990]

multi-touch, pressure
interface
[Negroponte 1984]




David Evans
evans@virginia.edu

MightBeEvil.com '
dori-mic.org
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